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PREFACE

The Scientific and Technical Conference "Secure Information Technologies” (BIT 2017) is
annually held by the Bauman Moscow Technical University.

The VI1II All-Russian Conference (with international participation) "Secure Information
Technologies” (BIT 2017, December 6-7, Moscow, Russia) is devoted to the 20th anniversary of
the Information Security Department (IU 8) of the Bauman Moscow Technical University.

This collection includes 29 peer-reviewed articles presented at the conference. A total of 123
notes, papers and scientific reports were considered at the conference.

CONFERENCE TOPICS AND SECTIONS

o Data Protection Cryptographic Techniques

o Infocommunication and Biometric Systems Protection Techniques and Technical Solutions
o Legal, Organizational and Technical Measures of Information Security

o Information Resource Security Audit Techniques
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Mikhail Basarab — Chairman of the Organizing Committee, Head of the Information Security
Department of Bauman Moscow Technical University, Doctor of Sciences (Math.)

Alexey Markov — Deputy Chairman of the Organizing Committee, Professor at Information
Security Department of Bauman Moscow Technical University, Doctor of Sciences (Comp.)
Nikolay Medvedev — Deputy Chairman of the Organizing Committee, Associate Professor at
Information Security Department of Bauman Moscow Technical University, Ph.D.

PROGRAM COMMITTEE

Alexander Barabanov — Associate Professor at Information Security Department of Bauman
Moscow Technical University, Ph.D.

Tatayna Buldakova — Professor at Department of Computer Systems and Networks of Bauman
Moscow Technical University, Doctor of Sciences (Comp.), Professor

Alexander Bykov — Associate Professor at Information Security Department of Bauman
Moscow Technical University, Ph.D., Associate Professor

Alexander Varfolomeev — Associate Professor at Information Security Department of Bauman
Moscow Technical University, Ph.D. (Math.), Associate Professor

Edward Gordeev — Professor at Information Security Department of Bauman Moscow
Technical University, Doctor of Sciences (Math.), Professor

Yurii Gorshkov — Associate Professor at Information Security Department of Bauman Moscow
Technical University, Ph.D., Associate Professor



Alexey Zhukov — Associate Professor at Information Security Department of Bauman Moscow
Technical University, Ph.D. (Math.), Associate Professor

Igor Troitsky — Associate Professor at Information Security Department of Bauman Moscow
Technical University, Ph.D., Associate Professor

Valentin Tsirlov — Associate Professor at Information Security Department of Bauman Moscow
Technical University, Ph.D.

Nikolya Chichvarin — Associate Professor at Information Security Department of Bauman
Moscow Technical University, Ph.D., Associate Professor

Igor Sheremet — Chairman of the of the State Attestation (Examination) Board on Information
Security for Bauman Moscow Technical University, Head of the Information Security
Department of the Financial University under the Government of the Russian Federation, Doctor
of Sciences (Comp.), Professor, Corresponding Member of RAS

ORGANIZITION COMMITTEE SECRETARIAT

Igor Shakhalov — Associate Professor at Information Security Department of Bauman Moscow
Technical University

Tatyana Zavadskaya — Leading Engineer at the Information Security Department of Bauman
Moscow Technical University
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