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Abstract

The article considers the challenges of cybersecurity that appear at the current stage of
information technology development, along with the introduction of artificial intelligence and
machine learning. Based on the generated information about the production processes and
ways of filling in the knowledge base and the database, a model for creating a knowledge
base and expert simulation developed, which made it possible to make an optimal assessment
of expert knowledge, and in the event of their contradiction, use the knowledge of the
simulated expert. Protection against attacks by competitors provided with the replacement of
correct information. Modeling of the system's operation under the conditions of a competitive
FGM attack carried out. Analysis of the transient characteristics showed that as the epsilon
index increases, distortion of the samples occurs, leading to the loss of data important for the
operation of the system. In turn, the number of copies for which a decision made decreases,
and thus the accuracy of recognizing error signals and disturbances obtained during the
operation of printing devices partially reduced. Considering that, the samples that have not
passed the inspection not admitted to the decision-making stage on them and do not affect the
accuracy. The system works in normal mode and minimizes or even eliminates the influence
of competition, depending on the epsilon, designed the printing house management system,
thanks to a simulated expert and protection against competition attacks, will ensure the
continuity of the production plant processes. Experiments carried out that show the
effectiveness of the development in both increasing the accuracy of the classifier and
ensuring its reliable operation in the conditions of a competitive attack.
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1. Problem Setting

The introduction into the technological process of small printing houses of existing control and
data collection systems with a relatively significant cost of highly specialized equipment, mainly
built-in equipment with a limited range, the need to arrange dispatch and server rooms, access to
individual workstations, requires highly qualified operators and valuable maintenance, which
significantly increases and services provided. The problem of the use of information technologies in
printing focused on the study of materials and devices, the analysis of individual effects on the quality
of printing, rasterization methods and their impact on image color transfer, on the development of
automation and measures for the informatization of printed products. In the conditions of innovative
reform, the company has a growing need to design technologies for optimizing and managing multi-
stage information processes, in particular machine and device construction, in the printing industry,
and in education informatization systems. Today, either the list of industries, which the operator
makes, decisions at key stages of the technological process or when coordinating the stages between
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them of the technological process is expanding. Significant progress in the modernization of the
enterprise achieved through the introduction of production complexes, which integrated into the existing
technological process with the gradual elimination of the outdated elementary base in the weakest
places, in particular, which will allow the analysis of production resources in order to make an
appropriate management decision. Along with the implementation of such necessary and modern
information technologies, there are several threats associated with cyber security. Overall, the
development of machine learning and artificial intelligence not only facilitated the mental activity of
users in Internet of Things or Industrial Internet of Things, but also created an environment for growth.
The most common reason is the breakdown of the machine-learning model. An adversarial attack can
consist of presenting a model with inadequate or fake data during training, or injecting maliciously
crafted data to fool an already trained model. There is therefore an urgent need to explore the protection
of information systems with elements of artificial intelligence implemented in printing enterprises.

Therefore, there is an urgent need to take into account the existing threats to information
management systems when informatizing the work of a printing company and to prevent their
penetration into the system at the design stage.

2. Analysis of recent research and publications

One of the important sources about the lack of protection of artificial intelligence systems
considered the report of the US National Security Commission [1], which refers to a very small
number of studies specifically devoted to the protection of artificial intelligence systems. In addition,
disregarding basic cybersecurity rules for conducting scientific research. In addition, some systems
already deployed in production are also not 100% protected against attacks. In the article [2], the
authors placed an improvised road marking on the surface of which a car with autopilot moves, which
caused the car to leave the oncoming lane. In [3], it shown that small and almost imperceptible
changes in the selections intended for medical diagnostics could lead to a targeted diagnosis and cause
harm to a person. The authors of the research [4] gave an example of how a road sign learned by a car
control system with machine learning can easily lead to an accident by correcting it with improvised
means. In the article [5, 6, 7], scientists from Google and the University of California proved that
even the best forensic classifiers - artificial intelligence systems developed by the US Departments of
State Security, taught to distinguish and separate real and synthetic content under attack. As noted by
[8-12] VentureBeat participants, there has been a surge in research on competitive attacks in recent
years. Therefore, from 2014 to 2022, on the Arxiv.org preprint server, the number of articles
submitted on competitive machine learning increased from two to about 1,800, while in 2020, there
are about 1,000 articles on competitive samples and attacks. Competing attacks on artificial
intelligence systems have received wide coverage at the international conferences ICLR, Usenix and
Black Hat. Therefore, when designing and developing systems for 10T, it is necessary to ensure
protection against attacks by competitors.

3. Presentation of the main research material

The article treats the management of a printing company as an integral structure based on elements
of artificial intelligence and machine learning. Using the available elements of information
technology, a decision-making system built based on the training of an artificial neural network and
the creation of a knowledge bank. Two implementation variants are considered and an analysis of the
system's response to external threats carried out.

The scientific novelty of the presented research consists in the development of a model for the
formation of a knowledge base and imitation of an expert with the help of physical experts and the
apparatus of artificial neural networks.

3.1. Building an expert simulator and training ANNs by conventional means



In the classic presented to ensure the functioning of the management system, a knowledge base is
used in the formation of which experts participate, the number of which depends both on the need and
on the availability of experts in the given field and technologies, this method is typical for expert
systems, supervisory management systems. However, the knowledge base is quite subjective and has
a human factor influencing the formation of records. In order to increase the efficiency of the
intelligent management system, it proposed to implement the knowledge bank and expand the sources
of its content [13-18].

When building an intelligent management system for a printing enterprise, which performs
complex order support, a set of tools used, which organizes the interaction of the executive system
and a set of intelligent interface tools, which have a flexible structure and provide the possibility of
adaptation in a wide range of end-user interests. A knowledge bank serves as such a means, which
ensures the use of basic complexes of a complete and independent from third-party programs system
of knowledge about the environment by means of computing [19, 20].

The knowledge bank occupies a central place in relation to the rest of the components of the
management system. Its formation consists of developed behavior management systems and has a
number of information inputs and management outputs. For this purpose, the following options for
forming a knowledge bank considered (Fig. 1).

—————

Bank of
knowledge

Joint base of
enterprises

Production process
of the enterprise

Enterprise | Enterprise 2 | e——— = Enterprise n

Figure 1: Collection of information for the formation of a knowledge bank of an intelligent
management system

The first stage is to fill the knowledge base with expert knowledge, which allows you to start the
operation of the ICS without the main units of equipment working. More time-consuming, but more
effective for a specific enterprise, is the stage of forming the DB based on the production data of the
equipment available at the enterprise. For this purpose, constant monitoring of management objects
carried out, when failures detected in the process of performing a production task, management
actions on the object recorded and an assessment of the quality of elimination of deficiencies and
failures in the process carried out. On the basis such data, a structural unit of the knowledge bank is
formed - the corporate base of the enterprise [21, 22]. For the implementation of the third stage of
BnZ filling, the optimal solution was the use of cloud technologies, which allow combining corporate
databases into centralized one [23]. Where tables formed in accordance with the type of equipment
used at one or another enterprise. In this way, the training sample increases and becomes more
flexible, since different units of the same equipment have their own characteristics of work, in this
regard, deviations in work may appear at different times, depending on the materials used, the load on
the units, etc.

At the same time, enterprises can communicate with each other, improving their management
systems and increasing their efficiency and autonomy. Thus, when using cloud technologies to create
a knowledge bank of ICS, a large and diverse sample formed, which allows for the creation of a
flexible analytical apparatus of the management system [24-26].



On the basis of the obtained stages of formation of the knowledge bank, the construction of the
model of the functioning of the control system elements with the established flows of the production
cycle of order manufacturing was performed (Fig.2). The analytical apparatus of the ICS performs
control functions over the production process, along with this; it interacts with the knowledge bank,
which expands its capabilities by eliminating the shortcomings of the equipment that affect the quality
of products [27].
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Figure 2: Model of interaction of elements of the control system with knowledge flows

When considering the production situation, the company's knowledge base serves as the primary
source of knowledge about the process, on its basis, the behavior of the management system formed
during the elimination of disturbances and the adjustment of production processes. In order to build a
behavior management system that meets all the listed requirements, it is necessary to resolve the issue
of organizing the knowledge base of such a system and its mechanism of logical conclusion [28].

The structure of the knowledge base of the management system of a multi-level complex proposed
organized according to the stages depicted in fig. 3.
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Figure 3: Stages of formation of the ICS knowledge base

The main element of the enterprise management system is the analytical unit, which is responsible
for understanding the problem and solving tasks as well as locating faults. First, the parameters and
main blocks of the knowledge base created. An operator-expert survey carried out, in which the main
stages and important points of operation of technological devices defined (Fig. 1). Since the existing
knowledge base also used at the stages preceding the direct production of products, the study also
carried out among other experts.

In order to create a knowledge base, a production goal is defined, after which a number of expert
operators (Fig. 4) OEn are interviewed, who describe the situation St occurring in the work process,
and also describe the control of the Kv action that must be performed to achieve the required result
Rz. These data are the characteristics of the experts:

OE, = {St,Kv,Rz} (1)

In order to normalize the presentation of survey information for each of the expert operators, the
following mathematical relationship created:

St, + Kv, = Rz, (2)
where the numerical values obtained when testing expert operators received as input, which in turn is
equal to the resulting value of the control action.

A comparison is made of the results obtained as result of mathematical operations:

Gn = |Rzn — Rzp4] (3)
where G is the difference between the resulting scores of expert operators;

The parameter G obtained by the formula (3) is included in the unit of creating the knowledge
competence value in which the mathematical operation summation carried out:

FVK = ¥, G; (4)

If the knowledge value of the competences obtained as result of mathematical operations is less
than 0.5n, the corresponding entry in the knowledge base created and marked as correct. If the
specified condition not met, i.e. "false", then these claims will be marked as untrustworthy. In this
context, an expert simulation block introduced into the model. In order to obtain the expected result
based on the obtained statements of expert operators, after analyzing the used algorithms that would
meet the needs of the system, the optimal variant of the use of artificial neural networks (ANN)
selected. Then, a dataset of objects is created in the form of a training sample for an artificial neural
network from the data obtained from experts to produce 1 [29-31].
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For the implementation of the above situational expert, a neural network with forward propagation
and the fastest descent method, which implemented using the Levenberg-Marquardt algorithm. The
training sample created from normalized data for a selected production situation, which obtained
during a survey of expert operators. The created input value vector, which consists of expert opinions,
fed to the input of the neural network. This vector obtained during the test reflects the parameters that
are necessary to train the IT system and its further functioning.

X = [Stq] (5)

After processing the data using the normalization algorithm, a vector of values created at the
output of the artificial neural network, which we treat as initial data:

_[Rz,
r= [KUJ (6)

To formalize the representation, we treat the neural network as the expression of its output
Y=Y (X, Q) after performing the functions correcting the weighting factors of neurons Q.

An expression (7) used to calculate the neural network error for one epoch:

F(Y) = ((St1 — Rz;)? + (Kv; — Rz1)?) (7)
Since the Levenberg-Marquardt algorithm chosen, the training input sample divided as follows.
The largest number of examples is needed to train the network, so 70% of the total data is allocated to

it, the other two subsamples do not require a large number of examples, so each of the samples used
will receive 15% of the records from the entire sample for verification and research [9, 17, 36, 37].

3.2. Learning ANNs for recognition from adversarial attacks

The necessary normalized data has been imported to start training and running the neural network.
After a successful import, the CNN built and trained using pure data without any additional training
data. In order to avoid possible external interference in the operation of the enterprise management
system, the construction of the TrustScore auto encoder model and its training on the existing data set
implemented. The purpose of the performed operations is to calculate the parameters of trust in the
company's knowledge base and the set of data used in training. First, all training data is preprocessed
to find a high density a sample from each class defined as training samples in the selected class after
filtering out the o fraction of the samples with the lowest data density.

Let 0 < a <1 and f be a continuous density function with a compact support X € RD. On the
mastering of the announced information, it is determined Ho(f), an a-set f which has a high data
density, is identical to the set of level A« f defined as a mathematical dependence:

{xeX: f(x) = Aa} where Aa == inf{1 = 0: [ X;[f (x) < A]f (x)dx = a} (8)

To perform the operation of approximation of the a-high density data set, filtering of the a part of
the points with the lowest empirical density was carried out on the basis of k-nearest neighbors data.
The performed data-filtering step does not depend on the received classifier h. The next step was to
provide a test sample for which the confidence score was determined as the ratio of linguistic data
from the tested sample to the high-density a set of the nearest class, which is the opposite of the
expected class. It assumed that if in the classifier h there is a label much further than the nearest label,
and then based on such data a warning issued about possible unreliable statements of the simulated
expert. Thus, the performed procedure can treated as a procedure of comparing the nearest neighbor
with a modified classifier, in which the modification itself consists in the initial filtering of linguistic
variables that do not belong to the high-density set a of each class.

To approximate the set of a-high density, the smallest empirical density, based on k-nearest
neighbors, filters the a-fraction of points. This data-filtering step is independent of the given classifier
h. The next stage is to provide a test sample; we determine the confidence estimate as the ratio
between the linguistic data from the sample under study and the high-density a-set of the closest class,
different from the predicted class. It assumed that if the classifier h predicts a label that is significantly
further than the closest label, then this is a warning that the simulated expert may be wrong. Thus, our
procedure can be seen as a comparison with a modified nearest neighbor classifier, where the
modification is to initially filter out linguistic variables that are not included in the high-density a-set
for each class.



3.3. Comparison of system performance

In the process of testing the traditional model and the autoencoder with TrusctScore on clean
data and using disturbed samples with different disturbance values, the following results
obtained, which shown in Fig. 5 and 6. The obtained characteristics indicate that the developed
expert model of imitation characterized by significantly higher recognition accuracy and high
resistance to adversarial FGM attacks compared to the traditional model characterizes it.
However, even though the system has a fairly high performance, in the presence of strong high-
epsilon disturbances, the data is heavily corrupted, which makes it actually unreliable, but even in
this case, we can observe that the obtained accuracy, which is the basis of the agreement with
TsustScore, is adequately higher.
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Figure 5: The dependence of precession on epsilon, where precision_config is the accuracy based on
confidence at the output of a traditional classifier without an available corrector and has the form of
trustscore; precision_trust — accuracy based on trustscore

An analysis of the obtained graphs was performed, which demonstrates that the accuracy of the
classification in agreement with the trust score (Precision_trust) is significantly higher than the
accuracy of the base classifier at all delta values, even when the considered samples contain external
disturbance or(and) are strongly distorted.

The obtained transient characteristics analyzed. It becomes obvious that as the epsilon index
increases, the samples are distorted, leading to the loss of important data for the operation of the
system.
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Figure 6: dependence of precession on delta, where Accuracy valuation is the classical accuracy of
the basic classifier without adding a corrector presented in the form of trustscore.

In turn, the number of copies for which a decision made decreases, and thus the accuracy of
recognizing error signals and disturbances obtained during the operation of printing devices partially
reduced. Given that, samples that fail the test are not eligible for the decision-making stage and do not
affect the accuracy of the production job inspection process. Whether the sample compromised or
otherwise distorted, the system processes and minimizes or eliminates the impact of competition,
depending on epsilon.

Thus, the designed management system for a printing company, thanks to a simulated expert and
protection against attacks by competitors, will ensure the continuity of the production hall processes.

4. Conclusion

Acrtificial intelligence systems and Industrial Internet of Things tools, like any software tool,
require protection against unauthorized access from the outside, reliability and safe operation in all
respects and in all conditions. In accordance with the designated stages, the construction of the
corporate knowledge bank of the printing company to store information on managing the order life
cycle was completed. A model of interaction of management system elements with knowledge flows
built in order to expand the operational knowledge bank and flexible access to the collected
information. In order to train the analytical apparatus, a scenario of creating a knowledge base was
developed, in which, in addition to the classic method of interviewing experts in a given field,
knowledge gathered on the basis of monitoring processes and devices was added, which made it
possible to develop a mathematical model of shaping the value of knowledge competencies.

Based on the generated information about the production processes and ways of filling in the
knowledge base and the database, a model for creating a knowledge base and expert simulation
developed, which made it possible to make an optimal assessment of expert knowledge, and in the
event of their contradiction, use the knowledge of the simulated expert. Since the modern
development of enterprises is associated with round-the-clock communication with the Internet, and
the elements of the intelligent control system based on artificial neural networks, protection against
competition attacks provided by replacing correct information. Modeling of the system's operation
under the conditions of a competitive FGM attack carried out. After analyzing the obtained transient
characteristics, it became obvious that with the increase of the epsilon index, the samples are
distorted, which leads to the loss of data important for the operation of the system.

In turn, the number of copies for which a decision made decreases, and thus the accuracy of
recognizing error signals and disturbances obtained during the operation of printing devices partially



reduced. Whereas unverified samples are non-decisive and do not affect the accuracy of the
production job inspection process, whether or not the sample compromised or distorted for other
reasons, the system processes and minimizes or even eliminates the impact of competition, depending
on epsilon. The designed printing house management system will ensure the continuity of the
production plant processes thanks to a simulated expert and protection against attacks by competitors.

As result of the conducted research, modern and effective technologies and approaches to the
implementation of the analytical block of the printing company management system with the ability
to recognize various types of cyberattacks on artificial intelligence systems and protect against them
considered and analyzed. Experiments carried out that showed the effectiveness of the development
both in terms of increasing the accuracy of the classifier, and in terms of ensuring its reliable
operation in the conditions of a competitive attack.
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