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Abstract

Augmented Reality (AR) devices are set apart from other mobile
devices by the immersive experience they offer. While the powerful
suite of sensors on modern AR devices is necessary for enabling
such an immersive experience, they can create unease in bystanders
(i.e., those surrounding the device during its use) due to potential
bystander data leaks, which is called the bystander privacy problem.
In this poster, we propose BYSTANDAR, the first practical system
that can effectively protect bystander visual (camera and depth) data
in real-time with only on-device processing. BysTaNDAR builds on
a key insight that the device user’s eye gaze and voice are highly
effective indicators for subject/bystander detection in interpersonal
interaction, and leverages novel AR capabilities such as eye gaze
tracking, wearer-focused microphone, and spatial awareness to
achieve a usable frame rate without offloading sensitive informa-
tion. Through a 16-participant user study, we show that BYSTANDAR
correctly identifies and protects 98.14% of bystanders while allow-
ing access to 96.27% of subjects. We accomplish this with average
frame rates of 52.6 frames per second without the need to offload
unprotected bystander data to another device.
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Figure 1: An illustration of the medical use case of AR, where
a nurse wearing an AR device is interacting with a patient
while there are bystanders present (watching or not watch-
ing the nurse). In this situation, while the patient’s medical
record information needs to be presented to the nurse via
the AR device, bystander information must be protected.

Helsinki, Finland. ACM, New York, NY, USA, 2 pages. https://doi.org/10.
1145/3581791.3597377

1 Introduction

Augmented Reality (AR) applications rely on the unique capabilities
of AR devices, namely the ability to understand the physical world,
and seamlessly blend the physical world and the holographic, digital
world. This ability to create a virtual mapping of a physical space
through Simultaneous Localization and Mapping (SLAM), establish
synthetic holographic contact, and sense user eye gaze and hand
gestures, is made possible by the integrated and powerful suite
of sensors on modern AR devices. Such sensors, while essential
to the immersive experience that makes AR devices unique and
powerful, do not discriminate in the data they collect. AR devices
capture data required for well-intentioned tasks (e.g., SLAM, pose
estimation, and gesture recognition), but also capture visual (e.g.,
camera and depth) data about bystanders (i.e., persons surrounding
the device during its use), which can potentially be used to identify
sensitive information (age, gender, emotion, gait, etc.) of bystanders
for malicious purposes [1-3, 6-8]. This threat of bystander data
leak is called the bystander privacy problem or BPP [4, 5, 9].
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Figure 2: BYysTANDAR Architecture. Raw data is captured from the device’s sensors and is used both in face detection and
learning eye gaze and voice history information for bystander detection. Afterward, bystander detection is used to obscure
human faces not designated subjects in both camera and depth frame data.

2 ByYsTANDAR Design

BysTANDAR is designed to prevent malicious AR applications run-
ning on AR devices from collecting sensitive information from
visual data of bystanders of interpersonal interactions by exploiting
the BPP. Fig. 2 shows the architecture of our proposed BysTaNDAR
system. The camera and depth frames are continuously captured
by the AR device camera. At a given sampling interval, the face
detection module infers the 2D location of any faces present in the
frame, and BYSTANDAR locates these faces in 3D after 2D-to-3D
transformation. Using this location, we create a 3D bounding box,
invisible to the user, that serves as the 3D anchor for each detection.
By default, these faces are labeled bystanders. As sampled face de-
tection continues and the position of the face changes, ByYSTANDAR
updates the location of the face and moves the 3D bounding box
accordingly.

In parallel with the above face detection and tracking process,
BYSTANDAR collects information about the user’s eye gaze and
voice using the AR device’s onboard eye gaze tracking and wearer-
focused microphone. For every camera frame, BYSTANDAR tracks
on which face the user’s attention is currently focused on and main-
tains a history of this information for all currently detected faces.
Once the history of the user’s attention (eye gaze or simultaneous
eye gaze and voice input) meets a pre-specified threshold, the de-
tection is labeled a subject. With this context, the face obscuration
module obscures the faces of each detection as required. After by-
stander visual data has been removed from each frame, the frame
is safe for release to any third-party application.

3 Evaluation

Through an evaluation involving 16 participants, BYSTANDAR was
successful in protecting 98.14% of bystander faces through obscura-
tion and in identifying the subject of an AR interaction in 96.27%
of output frames. This ensures that the visual data of identified
subjects remain available for legitimate uses. Our evaluation also
shows an improvement in bystander protection by 12% over the
most accurate existing solution and shows a marked increase in
bystander perceptions of privacy. These improvements are gained
while keeping bystander data on-device, removing the need to of-
fload unprotected bystander data to another device, and maintaining
frame rates as high as 52.6 frames per second (FPS).
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4 Conclusion

In this work, we harnessed the dynamics of human interaction to
improve bystander visual data protection in AR devices by creating
anovel system called BysTANDAR. This is achieved on-device while
maintaining usable frame rates on AR devices. We believe that this
work expands the understanding of the capability of modern AR
devices to protect bystander privacy and to further the trust of
bystanders that their privacy is protected, using unique capabilities
that only these exciting, advanced AR devices possess. This is the
poster abstract for the full paper titled “BYysTANDAR: Protecting
Bystander Visual Data in Augmented Reality Systems”. Please see
the full paper (doi: 10.1145/3581791.3596830) for more details.
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