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WHAT IS DATA?Y

Geographical

=\

Data is everywhere! Transport

Cultural

number, your social media contacts, a list
of your closest friends, your location, ®
your DNA, the weather, the bus

schedule, the stock market... all are data. Natural

Just think about your interaction with .
your mobile phone today, how much

data does it collect? ,

Your daily schedule, your telephone 7

Scientific

Types of Data

Financial

Who owns that data? Meteorological

https://upload.wikimedia.org/wikipedia/commons/6/6d/Data_types Statistical
_-_en.svg




WHAT DATA MEANS FOR THE APP BUSINESS
MODEL

ISN'T IT GREAT?
WE HAVE TO
PAY NOTHING
FOR THE BARN

YEAH!
AND EVEN
THE FOOD

IS FREE




THERE IS NO LEGAL PROTECTION OF DATA (AS
SUCH)
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Any type of information contained in

the database. e
This can range from works subject to ondon
copyright protection, to non-
protected elements such as
individual facts and figures.

ick?Airport

Mash Tun

Important to determine the type of
database to determine possible
protection.
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DATABASE

A database is a collection of
information that is organized so that
it can easily be accessed, managed,
and updated. In one view, databases
can be classified according to types
of content: bibliographic, full-text,
numeric, and images.

A dataset is a collection of data,

usually corresponds to one column in
a database.

https://unsplash.com/photos/n6B49ITx7/NM




LEGAL PROTECTION OF DATA




writing, and intends to finifh, as foon as his Health will permir.
In the mean time, he prefents the Reader with a Table of fuch
Apertures 5 which is here exhibited to the Confideration of the
Ingeniouns, there being of this Fresc Book but one Copy, that
is known, in England.

A T A4 BL E ofthe Apertures of 0bjel.Glaffs.
The Points putto fome of thefc Nuymbers denote Fralionss

THE PROBLEM

\Lengibs of {For exceliont For good  [For ordinary Lengtiss of |Forexceliesz For goad | Fav ordistary

i Glafies, | ones. i ones. ones, ‘ Glafies, enes, ' omes, } ories.
:‘Ftct, Incies,: Inch Lmu.ll.-zcb. Lines tock, Lints | Foer, .’nchn,!}ludx. Lanes, Inche Lines,;Inch, Lines.:
: | : ! .
- . 4 4 4l 35 3 42 102 4l
Data as such doesn't fit copyright ! 6 5 § siz0 I3 83 22 7
quite well. Simple collection of data L9 7! ¢ S35 4 02 4.2 10,
. | 4 (@] 8.2 7 6 40 4 3'; ” 3 .;
does not warrant copyright | ‘ S SAT | —
protection. x4 : 8. 7l4s 4 3 10j3 2.
L T I 850 94 03 4.
. . . . 6r o xm 9ss 3 4 33 6.
Articles, pictures, literature, music, 3 ofX 1r o 100 s a2y 5’!‘3 gf
. . . ——— , 1 ,

y ] {

etc. could be individually protected. ;61 2 P sy s 4y 8l3 wé
. : 4 of 41 it Cj70 5 73 10{4 K,
Numbers, information, raw data may 4 61  sif L s 5 95 o4 2!
é t 6-‘ t . l : r .
not be protected. LA | L 1o e L 5. OO
6 LI 2 b 2160 6 45 6+ 7.
I7 I 9:x i 3|tCo |6 85 o4 IO
'8 it er $:x 4120 |7 5:6 55 3
19 T Xt 9x sirso |3 d; o5 1x;
grn ") v?r Ynle P & PRVLY N ‘_—;‘é""""""i:‘ -




WHY IS "RAW" DATA
NOT PROTECTED UNDER
COPYRIGHT?

There are many answers to this question. The main
reason is that data does not fall under the subject
matter for copyright.

Even if it does, the accumulation and collection of
such data is not “original” in the copyright sense, it
is not creative, it's not an intellectual creation that
reflects the author’s personality.

Take the famous US case of Feist v Rural
Telephone, where the defendant were accused of
having copied several phone entries from the
claimant. The court declared that facts are not
copyrightable. ”...100 uncopyrightable facts do not
magically change their status when gathered
together in one place.”




CAN DATA BE
PROTECTED THEN?Y

Under some circumstances, some
data can be protected, particularly if
the data is not raw information.
Pictures and social media texts can
be data.

Under some circumstances,
metadata could be protected as a
technological protection measure.

You can use other legal tools, such as
contract law.




CLICKWRAP AND
TERMS OF USE

A large number of datasets are often ast name =
protected by contracts and terms of use
through the use of click-wrap agreements.

B

Click-wrap: one of those contracts you click
when you sign up to a service. Your apps
may have something like this.

a
1

Efficient way to bypass the entire ownership
debate, sets out obligations and

prohibitions on downstream use of the data. agree to the Dropbox Terms

Independent of the ownership (or lack of) of :
the contents of the database. Sign up

~

= Sign up with Google




= AI Research  Researchareas ™  Publications  Experiments ™  Career.

|BM TERMS OF USE sersity in Faces

BM RESEARCH DiF DATASET TERMS OF USE

) o pdated April 02, 2019)
IBM grants Licensee a limited, revocable,

nonexclusive, nontransferable license for
testing, training and solely for non-commercial,
non-production and research purposes to: 1)
access and use the IBM Website; 2) use the
IBM Research DiF Dataset [...]

PART 1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON THE "ACCEPT" E
SING THE WEBSITE, YOU, AS “LICENSEE”, AGREE TO THESE TERMS OF USE AND CONF
ICENSEE, ARE EIGHTEEN (18) YEARS OR OLDER*. IF YOU ARE ACCEPTING THESE TERN
ICENSEE, YOU REPRESENT AND WARRANT THAT YOU HAVE FULL AUTHORITY TO BIND
ERMS OF USE. IF YOU DO NOT AGREE TO THESE TERMS, DO NOT DOWNLOAD, INSTALI
HE "ACCEPT" BUTTON, OR USE THE WEBSITE.

“Licensee's right to access and use the IBM
Research DiF Dataset is

nontransferable. Licensee may not share the
IBM Research DiF Dataset with any other party
and is responsible for any unauthorized access

ACCESS TO THE IBM DIF DATASET IS NOT AVAILABLE TO ANYONE UNDER THE AGE OF

or use of its copy of the DiF Dataset. hese Terms of Use relate only to the IBM Research DiF Dataset; the images referenced i

Dataset are governed by other terms as detailed in Sec. 2 below.

PART 2



TRADE SECRETS

Another regime that can be used to protect
data is by trade secrets.

Also known as breach of confidence, or
misuse of private information depending on
your country.

Trade secrets are not IP right as such, but it's
a legal framework that protects trade secrets.

Particularly useful is the concept of unlawful
acquisition of data through unauthorised
access, copying of the information, or
dishonest commercial practices.

https://unsplash.com/photos/oyXis2kALVg




TRADE SECRETS
DIRECTIVE

Directive (EU) 2016/943 harmonises practices around
Europe on trade secrets.

trade secret’ is information which meets these
requirements:

it is secret in the sense that it is not, as a body or in
the precise configuration and assembly of its
components, generally known among or readily
accessible to persons within the circles that normally
deal with the kind of information in question;

it has commercial value because it is secret;

it has been subject to reasonable steps under the
circumstances, by the person lawfully in control of
the information, to keep it secret;




DATA BREACHES

Data is in principle also protected
through criminal law by computer access
crimes, eg. Computer Misuse Act 1990.

Countries that have implemented
principles set out in the Budapest
Cybercrime Convention 2001 should
have some form of illegal access
provision in their legislation.

Extremely difficult to prosecute. Data
breaches are becoming more common.




LEGAL PROTECTION OF

DATABASES
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COPYRIGHT

Berne Convention Art. 2(5) (5):
Collections of literary or artistic works
such as encyclopaedias and
anthologies which, by reason of the
selection and arrangement of their
contents, constitute intellectual
creations shall be protected as such,
without prejudice to the copyright in
each of the works forming part of such
collections.

See also TRIPs and WIPO Copyright
Treaty.




DATABASE RIGHT

Enacted in the Directive 96/9/EC to enhance
European competitive advantage and encourage

the creation of more databases.

Exclusive right given to the maker of a database
for 15 years.

Database is defined as a collection of independent
works, data or other materials that are arranged in
a systematic or methodical way, and are
individually accessible by electronic or other

means.

The right exists if “there has been a substantial
investment in obtaining, verifying or presenting the
contents of the database”.

https://unsplash.com/photos/Wpnogo2plFA




OTHER
CONSIDERATIONS

Lots of data issues are covered by
data protection law, which falls
outside of this course.

Data controllers and processors have
certain obligations to data subjects.

Data protection is not an IP right.

Other interesting subjects are those
of data mining, which now fall under
the new copyright directive.




WHAT DOES IT MEAN
FOR APP
DEVELOPMENT?

Data will often be one of your most
important assets as a developer, it tells
you who your customers are, but it can
also be a valuation marker for your app.

Data as such has very little IP protection,
so it may be vital to secure it in other ways.

It is very much dependent on your country.
The best way to secure your data is
through trade secrets and contracts.

Other rights may apply.

https://unsplash.com/photos/xsGxhtAsfSA




THANKS'!
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